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Begriffsklarung

Schwachstelle = Vulnerabilitat
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CVE

Common Vulnerabilities and Exposures (Link zu Wikipedia)

MNWVD

Ga b For

Search CVE List Dewnloads Data Feeds Update & CVE Record Reguest CVE IDs

TOTAL CVWE Records: RE504T

MOTICE: Transition to the all-new CVE website at www.cve.org |s underway and will [ast up to one year. (details)

Search Results

There are 448 CVE Records that match your ssarch.

Marme Descriplion
An integer averflow vulnerabligy in the calico[) function of the © muntirs lbrary of affected vemiam. of MackBery® QX Soltware Development Platiorm
[SDP) version(s] 8.5.08P1 ard eardien, O OS5 for Medical 1.1 and earlier, and QN 0S5 for Safety 1.0.1 and earlier that could allow an attacker to pobertially
perfoemmi @ denial of service or exscute arbitrary code
&n information discknure and remoie oode exscution winerabilfy in the singer web server of the BlackBerry QY Sofltware Developrment Flatform wersions
&.4.0 bo 6.6.0 could allew an attacker to potentially resd arbitrany fles and run arbitrany executables in the context of the web sereer.

An information disclkesure vulnerability keading to 3 potential local escalation of privilege: in the procls service [the fproc flesystem) of BlackBerry QHX
soltware Development Patform wersion(s) 8,50 SP1 and sarlier could allow an sitacker 1o potenbally gain urasthoriped access o B chasen process address
Space.

Secure boot bypass and memory extraction can be achieved on Meato Botvac Connected 22,0 devices, Dunng stamup, the AM335x secure boot feabune
decryphs and execubes Prrmrwane, Secure bool can b bypassed By starting with certaln commands ta the USE seral port, Altkough 8 powes cydle aocurs, Hhs
deszs nit completely reset the chip: memory conbents are stll in place. Ako, It restams o a boot menu that enables CHOLEM upload and execution of an
unsigned QN IFS sysbern image, thereby completing the bypass of secure boot. Moreover, the attacker can craft custom [FS data and write It to unused

Mitre

Abspaltung vom MIT, verwaltet die Organisation die Liste der Common Vulnerabilities and Exposures
(CVE):

Wikipedia: Die MITRE Corporation ist eine Organisation zum Betrieb von Forschungsinstituten im
Auftrag der Vereinigten Staaten, die durch Abspaltung vom Massachusetts Institute of Technology
(MIT) entstanden ist Sie wird als Non-Profit-Organization gefuhrt.
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