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<html> <p>Have you ever struggled to find a tool that does exactly what you need? Do you know
the feeling of spending hours trying to figure out how to use a tool just to realise that the key features
you are interested in are not working anymore, or that the previously free product has turned into a
paid one that is more expensive than you can afford?</p><p>You are not alone. More than 80
percent of open source researchers that participated in two Bellingcat surveys indicated that finding
the right tools can be challenging.&#160;</p><p>This is where our new <a

href=, https://bellingcat.gitbook.io/toolkit“>0nline Investigations Toolkit</a> comes in: it not only
helps you discover tools in categories like satellite imagery and maps, social media, transportation or
archiving, but is also designed to help researchers learn how to use each tool by providing in-depth
descriptions, common use cases and information on requirements and limitations for each toolkit
entry.</p><p>Most of the tools included can be used for free.</p><div class=,wp-block-
image“><figure class=,aligncenter“><div class=, media“><img
src=,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXf-r55QJ5Crxe-mE-XU_HNtpUI2Tv1pWPd4XYd
abhglUiRb70Xs1KeNPCOde9HapRt7hL6qi7XwBJWiOGRqlZ1m-ZuW8arokLw6ylFwWgolfbdg-
FzTdhonClgXm-crjOz3IjPCYVWPiSFVO8RO1HOeP_6RmIphz8y)zE9f?key=R58SIGi0Jp724ViOFN261A"
alt=," referrerpolicy=,no-referrer” /></div><figcaption class=,wp-element-
caption“><em>lllustration by Ann Kiernan for
Bellingcat</em></figcaption></figure></div><p>This is the first time in Bellingcat&#8217;s 10-
year history that we are opening our toolkit to contributions from the wider open source researcher
community. A dedicated group of volunteers, our Toolkit Maintainers and Guardians, help us keep this
toolkit up to date and are involved in further improving it. Since it is still a work-in-progress, we
expect the number of tools in the toolkit to grow over time.&#160;</p><h2>Where Open Source
Researchers Search For Tools</h2><p>0pen source researchers frequently use tools, from satellite
imagery and flight tracking websites to online business registries and social media scraping services,
in their work. Some of these are created by big tech companies, while others are built and shared by
volunteers. They might come in the form of desktop tools, command line tools on code sharing
platforms like GitHub, or browser extensions.</p><p>This fragmented tool environment can be
confusing, making it difficult or time-consuming for researchers to figure out which tools to use. In a
survey conducted by Bellingcat in 2023, only 15 percent of 153 participants indicated that it was easy
for them to find the right tools for their research. A previous Bellingcat <a

href=,, https://www.bellingcat.com/resources/2022/08/12/these-are-the-tools-open-source-researchers-
say-they-need/“>survey</a> from 2022 with more than 500 participants yielded very similar results.
This is despite the fact that there was a long list of toolkits for open source researchers out there at
that point in time, including the <a

href=, https://docs.google.com/spreadsheets/d/18rtgh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2Uncoq)Q/e
dit?gid=930747607#9id=930747607"“>previous version of our toolkit</a>, which was available on
Google Sheets.</p><p>According to Bellingcat&#8217;s surveys, most open source researchers use
search engines to find tools. Other top methods include going through websites and blogs that
present tools and reading the publications of other researchers to see what tools they
use.</p><figure class=,wp-block-image aligncenter“><div class=,media“><img
src=,https://Ih7-qw.googleusercontent.com/docsz/AD _4nXclolqY 9ufe2aOxzvwPIMmxVPUwWdYb8sFT
m2L-knhmZE9HO3vS3CMtO1wPXVcBAhiEGDk8MwkMcsOXix7VOW8yuMioZtrGTt-
CY52RrE9qGrZ5EDY6ULIxXEOzRzLaoqP8kZ6)0vWZOIXGUuoN7iAcOEDMJL4zPQpgVB_Yd8GDsxEve6E9Q
?key=R58SIGi0)Jp724ViOFN261A" alt=,A graph with blue and green bars Description automatically
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generated” referrerpolicy=,no-referrer” /></div><figcaption class=, wp-element-
caption“><em>Two surveys from 2022 and 2023 show that open source researchers take several
approaches to find tools for their research. It is important to note that the 2022 survey had 531
participants while the 2023 survey had 153. Respondents were allowed to select several
options</em> </figcaption></figure><p>To get a deeper understanding about how researchers find
and use tools, we interviewed 40 open source researchers from various countries, levels of
experience and backgrounds. What we learned from those interviews is that what most open source
researchers most frequently do is not necessarily what works best for them.</p><p>For instance,
despite search engines being the top destination for researchers in need of tools, this method does
not always lead to the desired results. Our interviewees indicated that it could be difficult to come up
with the right keywords: &#8220;You sort of know intuitively that certain tools must exist, but you
don&#8217;t quite know what words to go by. So there&#8217;s a lot of feeling around in the dark
for search terms to try and find tools that work,&#8221; one person explained.&#160;</p><p>Even
if researchers manage to define the right keywords, they struggle to get a sense of whether a tool
showing up in the search results might meet their needs. Since tool providers tend to present their
tools in an overly positive light, it is often difficult for researchers to understand a tool&#8217;s
limitations based on the descriptions.&#160;</p><p>From our interviews and surveys, direct tool
recommendations from others in the industry are an important way that researchers make sense of
the diverse tools available online. &#8220;In my network, | know a lot of journalists who do this kind
of OSINT (open source intelligence) work,&#8221; one interviewee explained. &#8220;Just through
word of mouth, 1&#8217;m able to get recommendations for what the most up-to-date tools
are.&#8221;</p><p>Other interviewees indicated that they turned to websites, blogs and
newsletters to get recommendations for tools. &#8220;If someone has used a tool and
there&#8217;s a blog out there that tells me how to use it, then I will try it,&#8221; one open source
researcher said.</p><p>No matter where they find tools for their research, many researchers said
they struggled with keeping track of tools that might come in handy later on. &#8220;Sometimes |
feel like &#8216;0h, that might be an interesting one&#8217;, but | don&#8217;t use it now and
when | need to find it, | just really don&#8217;t remember,&#8221; one interviewee
said.</p><p>Toolkits are meant to be a solution to this. They are usually organised according to
different tool categories and curated by a person or organisation hoping to provide some structure
within the open source research tool environment.&#160;</p><p>Googling keywords like
&#8220;0SINT&#8221; and &#8220;toolkit&#8221; brings up a long list of toolkits that are all
available for free. However, barely any of the open source researchers that we interviewed said
toolkits were their preferred way of (re)discovering tools while doing research.</p><h2>A Toolkit
Wishlist</h2><p>The number one reason our interviewees said they did not use toolkits often was
that they felt most of these are not kept up to date on a regular basis.&#160;</p><p>Eight out of
our 40 interviewees suggested adopting a collaborative approach to keep toolkits relevant, and
therefore useful, for researchers. One open source researcher said that in her view, if any one
individual was in charge of keeping a toolkit regularly updated they would &#8220;probably go
insane&#8221; doing it, so &#8220;having the courage to let people own different bits of it&#8221;
would be the only feasible way, she said.</p><div class=,wp-block-image“><figure
class=,aligncenter“><div class=, media“><img
src=,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXcl3ZP57xFbXITAM61oRWdsaHea5cmPkftjHY
2VgFWUNOAIPtI3nU01z0144k]DfpQsnXt619hIVhémNJedhP-ZopRIdz-
Q3UfntRsC8Co5DzDobArduimAAoXQ07MeN6h9Z)JQWqjPgQg6Vy JPh4V]1qOBpYxPx1llvs v2c2IKXhzGhz
Dc3Ro?key=R58SIGi0)p724ViIOFN261A* alt=," referrerpolicy=, no-referrer”
[></div></figure></div><p>Another popular request by open source researchers was to include or
link to guides that explain how to use each tool. &#8220;If you are developing a toolkit, then | would
personally expect to have some kind of explanation on how to use it,&#8221; one of our interviewees
said. Many toolkits, however, do not focus on providing or listing guides and are therefore only of
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limited use for open source researchers.</p><p=>In addition, some researchers expressed the
importance of receiving clear information on the limitations of each tool and the costs, if any.
&#8220;1 prefer accessibility and open source tools, but for sure, if a paid example exists, | like to
know that it exists. | just like that to be really clearly marked,&#8221; one interviewee explained.
Another person considered it as important to see right away whether a tool has &#8220;a thousand
dollar license that&#8217;s unsustainable for small organisations&#8221;.</p><p>There are open
source researchers all around the world who speak a wide range of languages, so several of our
interviewees pointed out that toolkits should not only take the needs of researchers in English-
speaking and Western countries into account. &#8220;Expansion to cover more non-Western social
media platforms is always appreciated,&#8221; one interviewee said. Some of our interviewees
suggested offering sub-categories with tools for specific regions or countries.</p><p>Finally, our
interviewees said it would be good to receive guidance on choosing the right tools from within a
toolkit. Thirteen out of our 40 interviewees were enthusiastic about the idea of an Al assistant that
would either ask them guiding questions or allow them to type in questions or pieces of information
they already have for it to provide specific tool suggestions based on this
input.&#160;</p><h2>Using Bellingcat&#8217;s Collaborative Toolkit</h2><p>Based on these
learnings, we designed a completely new version of <a
href=,,https://bellingcat.gitbook.io/toolkit“>Bellingcat&#8217;s Online Investigation Toolkit</a>. It is
still a work in progress and we expect to expand it over time with the help of the wider open source
researcher community.</p><p>If you click on a specific category, for instance &#8220;Maps &amp;
Satellites&#8221; &#8594; &#8220;Maps&#8221; you will see all available tools listed in
alphabetical order. You also see a short tool description and information on whether the tool is paid or
can be used for free. Tools that have some free and some paid features are marked as
&#8220;partially free&#8221;.</p><figure class=,wp-block-image aligncenter“><div

class=, media“><img

src=,https://Ih7-qw.googleusercontent.com/docsz/AD 4nXdBm9W1deUIHRWL3iNjNxT-G01gt02bxnQJb
DIuAdTpZZVQ9n70dNiwx80gMmzKwcsakWgQ3jcjWrh_IpLD5gPVjlgEprvmMiq_2hPUTErE2Cy7tI9iy3mHn
hpRziqj6Sg-7E8z3gbi_ICliIhS2VCIXKF7mAS8)_j71SxSURzGokNrxhNmz2g7key=R58SIGi0Jp724ViOFN261
A" alt=,A screenshot of a white table with black text Description automatically generated”
referrerpolicy=,no-referrer” /></div><figcaption class=,wp-element-caption“><em>O0verview of
tools in the &#8220;Maps&#8221; category of the toolkit</em></figcaption></figure><p>0n the
right hand side, you see a column called &#8220;Details&#8221;. Click on &#8220;Details&#8221;
next to your tool of interest (if available) and you will be brought to the section into which we have
invested most of our efforts: an in-depth description of the respective tool with tips and tricks on how
to use it.</p><figure class=, wp-block-image aligncenter”><div class=,media“><img
src=,,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXehnVo7NFZQD_w2MBalEdXcBGrtuysjclxwKq
fJxd3xQQ7STn28A-0OSbEbmjsiXupLKvgrHWzuulRwSzMyrtX1ebV|C45Bz254Vv-8-mKkNwjwO-
uoOllkZRIxlgOkrpbF1E3z9)hl-

_1pgl 0emC6MRK27Mo7FglpuvCexQKEwXnqcmu6EsA?key=R58SIGi0Jp724ViOFN261A" alt=,A
screenshot of a web page Description automatically generated” referrerpolicy=,no-referrer”
/></div><figcaption class=, wp-element-caption“><em>&#160;Example of a tool description for
OpenCorporates</em></figcaption></figure><p>The tool descriptions are written by our volunteer
community, Bellingcat staff and members of the wider open source researcher community. They each
have individual styles and lengths but all follow the following structure:&#160;</p><figure
class=,wp-block-table"><table><tbody><tr><td>URL:</td><td>The URL to the
tool</td></tr><tr><td>Description:</td><td>A full description of the tool including the answer to
the question: what problem does it solve?</td></tr><tr><td>Cost:</td><td>Is the tool free,
partially free or paid?</td></tr><tr><td>Level of difficulty:</td><td>How difficult is it to learn how
to use the tool?</td></tr><tr><td>Requirements:</td><td>Are there any requirements for using
the tool?</td></tr><tr><td>Limitations: </td><td>What limitations does the tool
have?</td></tr><tr><td>Ethical Considerations:</td><td>What ethical considerations might be
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relevant when using the tool?</td></tr><tr><td>Guides and Articles:</td><td>Links to guides on
how to use the tools or&#160;links to research that was done with this
tool.</td></tr></tbody></table></figure><p>We developed this structure based on the priorities
that were expressed during our interviews with open source researchers. It aims to cover the aspects
most relevant for researchers when making a decision on whether they want to use a tool for a
specific research task.</p><p>0ur toolkit also includes a natural language search interface powered
by OpenAl. To use it, just type in a question in the search box on the upper right corner of the screen
and see what you get. For example, this is what it told us when we asked for the best tools for
beginners:</p><figure class=, wp-block-image aligncenter“><div class=, media“><img
src=,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXfVr8Lbwg7HKE3JRVXfL7 x7HyVy2uuhfSUd8
VTHmMnKLZkIX1aS76fcVmQqXQrHJusYHIITA4eLEH7sLYTdaKC8nRiUzXpfB6QTDNEBdLb-
Sp04sCVgibv_7cgpai3HZ6bA7uxrLkz5XLVPWH_kOX4HfjugHwU4yctEdRIu2-
Xj6pFjO0IRW2vI?key=R58SIGi0)p724ViIOFN261A" alt=, A screenshot of a computer Description
automatically generated” referrerpolicy=,no-referrer” /></div></figure><p>The natural language
search can also suggest tools for very specific tasks. Here is an example:</p><figure class=,wp-
block-image aligncenter”“><div class=,media“><img
src=,,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXfYgfkfolf6TCn4A9QXmceMrWgl SEK50G49u
T26a8QfzDGbWxX4rMZ)J6PWOVgN9yVcbg2mONG7MLIiISKbE7v1CoyXAm68UgyRGUNoixMBTVBIG)Taclb
KiHXBeBKeEOHg)a0Z31GfgJPir6C2ArM6)I12vc)VMQT8Z5Ygh5R507b0Ki7j0Hug?key=R58SIGi0Jp724ViOF
N261A“ alt=,A screenshot of a phone error Description automatically generated” referrerpolicy=,no-
referrer” /></div></figure><p>You can even try to use it to get step-by-step instructions for specific
research tasks:</p><figure class=,wp-block-image aligncenter”><div class=, media“><img
src=,,https://Ih7-qw.googleusercontent.com/docsz/AD_4nXf23 4p3W-oFyq0Z270XX9Z32awNrBDu5UCL
KW6cG1L3p9L-sZNPKMELtpWcAezZWdTgC2MShPC-
hg9rtPjWCpré6XrjbhqKKvX5RPxjITEjxBL9PaeLqfaNJ2Uj3TqUbQ3zY-
XU79WSM6)y8ph43Xplu3YwWI91FgPyv2tzhw u02C 7pSEq NWE?key=R58SIGi0Jp724ViIOFN261A"
alt=,A screenshot of a computer Description automatically generated” referrerpolicy=,no-referrer”
/></div></figure><p>Please be aware that the answers are based on the tool descriptions in our
toolkit and the quality of the answers heavily depends on whether an answer to the question you are
typing in is represented in the toolkit. We expect that the number of tool descriptions, and therefore
the available information in the toolkit, will grow over time.</p><h2>How You Can
Contribute</h2><p>Bellingcat&#8217;s new Online Investigations toolkit is collaborative. We aim to
create a resource that brings together the joint wisdom of the open source researcher community to
make the task of finding tools less daunting for everyone.</p><p>The backbone of our toolkit is a
select group of Bellingcat volunteers, who fall into two major groups. Our Toolkit Maintainers write
and maintain tool descriptions and if one of &#8220;their&#8221; tools stops working or is adding a
new feature, they are responsible for adding these updates. Our Toolkit Guardians take on even more
responsibilities, keeping an eye on a whole category of tools and supporting us in defining the future
development of the toolkit to make sure it meets the needs of open source researchers.</p><p>We
welcome contributions from the wider open source researcher community as well. If you would like to
contribute, there are several ways:</p><ul><li>Provide <a

href=, https://forms.gle/12L1W9bFgZXfwvM66“>feedback</a> on our toolkit. This helps us gain new
ideas on how we can make this toolkit even better.&#160;</li><li>If you feel that a specific tool is
missing, you can submit a description of it via <a href=, https://forms.gle/dZvs)zuEjTNjJ9HWA">this
form</a>. We cannot guarantee that we will include it in the toolkit, but we promise that we seriously
consider every suggestion.&#160;</li><li>If you are representing a newsroom, a university or an
independent research organisation and would like to contribute to this toolkit, feel free to get in touch
via <a href=, mailto:toolkit@bellingcat.com“>toolkit@bellingcat.com</a>.</li><li>You can also
apply to join <a href=,,https://sites.google.com/bellingcat.com/bellingcat-volunteer-
community/home“>Bellingcat&#8217;s Volunteer Community</a>. If selected, you will be able to
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contribute to this and many other projects as part of an active group of open source research
enthusiasts.</li></ul><hr class=,wp-block-separator has-alpha-channel-opacity”
[><p><em>Bellingcat&#8217;s new Online Investigations Toolkit was developed by Johanna Wild
during her 2024 Nieman-Berkman Klein Fellowship in Journalism Innovation at Harvard University.
Cooper-Morgan Bryant, a student research assistant (Harvard), contributed to the user research.
Viktorija Ignataviciute and Galen Reich contributed to defining the volunteer involvement, with
Viktorija Ignataviciute also supporting the toolkit volunteer community on an ongoing
basis.</em></p><p><em>Bellingcat is a non-profit and the ability to carry out our work is
dependent on the kind support of individual donors. If you would like to support our work, you can do
so</em> <a href=,https://www.bellingcat.com/donate/“><em>here</em></a><em>. You can also
subscribe to our Patreon channel</em> <a
href=,https://www.patreon.com/bellingcat“><em>here</em></a><em>. Subscribe to our</em>
<a
href=,,https://bellingcat.us14.list-manage.com/subscribe/post?u=c435f53a5568f7951404c8a38&amp;
id=4be345b082“><em>Newsletter</em></a> <em>and follow us on Twitter</em> <a

href=, https://twitter.com/bellingcat“><em>here</em></a> <em>and Mastodon</em> <a
href=,,https://mstdn.social/@Bellingcat“><em>here</em></a><em>.</em></p> </htm|>
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